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Introduction  

1.1 E-safety covers issues relating to children and young people and their safe use of not only 
the Internet, but also other electronic communications such as mobile phones, both in and 
out of the academy. It includes education on risks and responsibilities and is part of the duty 
of care which applies to everyone working with children, while still promoting the use of the 
internet and technologies as an important tool for education and communication. As use of 
technology is now universal – pupils interact with new technologies such as mobile phones 
and the Internet on a daily basis – it is imperative that they learn skills to prepare 
themselves for the working environment.  

1.2 E-safety concerns safeguarding children and young people in the digital world, where the 
risks associated with new technologies can be grouped into four main categories – content, 
contact, commerce and culture.  

1.3 Content – Much of the material on the Internet is published for an adult audience and 
some is unsuitable for young people. In addition, there is information available on line on 
weapons, crime, racism, suicide, extremism, pornography and other inappropriate material 
which may be more restricted elsewhere. Contact – The Internet is an unmanaged, open 
communications channel, with a variety of ways to transmit information internationally at 
low cost. Adults can abuse this in order to groom young people with a view to sexually 
abusing them. Young people may not be aware of the danger of publishing or disclosing 
personal information and so may put themselves of other young people at risk. In addition, 
young people may not have the maturity to communicate appropriately with their peers via 
an online medium. Commerce – Young people are vulnerable to engaging in transactions 
which may have serious financial consequences. Culture – Pupils must be taught to use new 
technologies responsibly, so as to not become involved in the above, but also to avoid 
breaching copyright or plagiarising. In addition a risk to consider is obsessive use of the 
Internet having an adverse effect on health, social and emotional development.  

1.4 The law is catching up with Internet developments. As such this academy will ensure that 
an Acceptable Use Policy is in place for staff and pupils and that e-safety is both embedded in 
the curriculum for pupils and the CPD programme for staff. This policy will be continually 
reviewed in response to the growing and changing nature of new technologies.  

2. The purpose of this document  

2.1 The purpose of the following document is to promote the use of new technologies within 
the curriculum, while also safeguarding pupils from harm associated with those new 
technologies. It also seeks to protect staff in their contact with pupils and their own use of 
the internet by providing clear expectations for staff and pupils on acceptable use of the 
internet. This document will work in conjunction with other academy policies including the 
Behaviour policy, the PSHE policy and the Safeguarding policy. It has been written by the 
academy, building on the Enfield e-Safety guidance. It has been agreed by the senior 
leadership team and approved by the governors.  

2.2 This policy will be annually reviewed in response to the growing and changing nature of 
new technologies and the laws and legislation that reflect these. The responsibility for this 
review will fall to the designated safeguarding lead.  

3. Teaching and learning  

3.1 As use of technology is now universal – pupils interact with new technologies such as 
mobile phones and the Internet on a daily basis – it is imperative that they learn skills to 
prepare themselves for the working environment. The role of the Internet and other new 



technologies in the academy is therefore to raise educational standards in order to promote 
pupil achievement and to support the professional work of staff. In addition, pupils will 
engage with the Internet widely outside of the academy and will need to learn both how to 
keep themselves safe, behave appropriately in a virtual environment and also how to 
evaluate information found online.  

3.2 In the academy Internet access will be designed expressly for pupil use, including 
filtering appropriate to the age of the pupils. Where appropriate, pupils will be restricted 
from using search engines, but instead directed to previously approved websites selected to 
enhance learning.  

3.3 Pupils will be taught what Internet use is acceptable and what is not and given clear 
objectives for Internet use within lessons. To support this, all pupils will sign an acceptable 
use agreement as part of their induction to the academy.  

3.4 Pupils will be explicitly taught to effectively use the Internet for research in a way that 
respects copyright and intellectual property rights in a way that is age appropriate. 3.5 In 
addition, critical evaluation of the quality of materials found online should be taught when 
age appropriate. Opportunities to develop these skills will be built into the curriculum across 
all subjects, including the appropriate way to reference resources found online.  

4. Managing Information Systems  

4.1 The responsibility for managing the security of the academy ICT systems falls within the 
Ark Central team. The security of the academy information systems will be reviewed 
regularly, with regular virus protection updates.  

4.2 E-mail is an essential means of communication for both staff and pupils. Pupils may only 
use approved e-mail accounts in the academy so that they can be regulated. Pupils will be E-
Safety Policy told as part of their e-safety education that if they receive an offensive e-mail 
they must immediately report it to a teacher or an appropriate member of SLT. Staff should 
only use academy email accounts to communicate with parents or pupils, including a 
dedicated email account for reporting wellbeing and pastoral issues, monitored by those staff 
responsible for pastoral care.  

4.3 The academy website is a resource intended to open communication channels with 
parents, pupils and the surrounding community, as well as celebrating success of the 
academy and pupils. Sensitive information about the academy will be protected on the 
website by ensuring that the personal information of staff and pupils is not published on the 
website. In addition, any images used on the website will adhere to the images policy of the 
academy.  

4.4 All staff and pupils will be made aware of the potential risks of using social media sites 
and informed of methods to protect themselves as part of the ongoing e-safety education 
provided by the academy. All social networking sites will be blocked on the academy 
internet. Any websites or online resources used by staff and pupils will be either password 
protected or restricted in the use of personal information.  

4.5 Levels of internet access and supervision will vary according to the age and experience of 
the pupils. In general, blocking strategies will be utilised to prevent access to unsuitable 
sites. If staff or pupils discover unsuitable sites they will be advised to report the URL to the 
appropriate member of staff.  

4.6 Emerging technologies will be examined for educational benefit and a risk assessment 
carried out before use in the academy is allowed. Any new technology use in the classroom 



will have educational merit. Mobile phones will not be allowed in the academy, but will 
rather be collected in at the beginning of each day and redistributed to pupils at the end of 
the school day in named bags.  

4.7 Personal data held by the academy will be recorded, processed, transferred and made 
available according the Data Protection Act 1998. 5.  

Policy Decisions  

5.1 The academy will maintain a current record of all staff and pupils who are granted access 
to the academy’s electronic communications. All staff and pupils must read and sign the 
appropriate usage agreement before using any academy ICT resource.  

5.2 The academy will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the global and connected nature of internet content, it 
is not possible to guarantee that access to unsuitable material will never occur via an 
academy computer. The academy does not accept liability for the material accessed, or any 
consequences resulting from internet use. Methods to identify, assess and minimise risks will 
be reviewed regularly.  

5.3 Complaints of internet misuse will be dealt with by a senior member of staff. Any 
complaint about staff misuse must be referred to the principal. All incidents will be recorded 
in the academy e-safety log, with all sanctions following the academy behaviour policy.  

5.4 Cyber-bullying will not be tolerated in the academy. Full details are set out in the 
academy’s anti-bullying policy. Sanctions for those involved in cyber-bullying may include: • 
Removing offensive material.  

• Suspension of internet rights in the academy.  
• Parent/carer contacted.  
• The police will be contacted if a criminal offence is suspected.  

5.5 E-safety training for pupils will be embedded into the character programme, and in all 
subjects when appropriate. In addition, e-safety rules will be posted in rooms with internet 
access and all pupils informed that network and internet use will be monitored.  

5.6 All staff will be given the academy e-safety policy and its application and importance 
explained. In addition the e-safety policy will be available on the academy website. To protect 
all staff and pupils, Acceptable Use Policies will be implemented.  

6. E-safety education – secondary  

6.1 An integral part of e-safety education for older pupils at the academy will revolve around 
equipping them with the tools to cope with inappropriate material that they may come 
across. In addition, pupils will be made aware that they are in large responsible for their own 
safety when using online resources.  

6.2 Pupils will also be educated in how to interact with the internet responsibly. They will be 
trained to become critically aware of resources that they find online and to respect copyright 
when using Internet material in their own work.  

6.3 Access in the academy will be on the basis that secondary pupils have agreed to an 
Appropriate Use policy. The academy will take the responsibility to provide the appropriate 
level of web filtering and safe search. The academy will remove this privilege should a good 
reason arise. 

7. Responding to an incident  



7.1 The risks that could be posed to young people and adults when online are as follows:  

• Receiving inappropriate content 
• Predation and grooming  
• Requests for personal information  
• Viewing ‘incitement’ sites  
• Bullying and threats  
• Identity theft  
• Publishing inappropriate content  
• Online gambling  
• Misuse of computer systems  
• Publishing personal information  
• Hacking and security breaches  
• Corruption or misuse of data 
• 7.2 Following any incident, the following procedure will be followed:  
• All incidents recorded in the e-safety log and other relevant areas as necessary.  
• All appropriate staff members informed.  
• If necessary, incident referred on to appropriate external colleagues including the 

police if necessary  
• The flow chart below can be used to decide on appropriate procedure to follow.  


